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úfkdaodiajdoh i|yd f;dr;=re yd ikaksfõok  

;dlaIKh 

f;dr;=re yd ikaksfõok ;dlaIKfha mßKduh;a iu.ska 
ks¾udKh jQ Wiia .Kfha Ñ;%mg ;dlaIKhka 

 

• ;%sudk rEm ;dlaIKh ^3D - three-dimension& 

• fydf,da.%e*sla m%;sìïn ieliSfï ;dlaIKh  

• ^Holographic image processing technology& 

• ldgQka Ñ;%mg 

• wxls; Y%jH ixialrKh 

• wxls;$ixLHdxl l%Svd (Digital games) 

• iurEmK l%Svd (Simulation games) 

 

  



 

f;dr;=re yd ikaksfõok ;dlaIKh Ndú;fha  

§ we;s jk .eg¨ 

ffk;sl .eg¨ 

 

• fm!oa.,sl o;a; fidrd .ekSu. 
 

• wkjirfhka mß.Kl moaO;sj,g msúiSu. 
 

• jxpd 
 

• nqoaêuh foam< fidrd .ekSu. 

 

mqoa.,fhl= fyda wdh;khla fyda úiska lrk ,o kj 
ks¾udKhla tkï ñka fmr Ndú;fha fkdmej;s fyda 
ck;dj úiska oekqïj;a j fkd;snQ fyda kj ksIamdokhla 
fyda l%shdj,shla fyda nqoaêuh foam<la f,i ye¢kaúh 
yel' 

 

nqoaêuh foam<j, ffk;sl wdrlaIdj i|yd fmagkaÜ 
n,m;%hla ,nd .; yels h' 

 

  



 

iodpdrd;aul .eg¨ 

,sÅ; oE fidrlu ^Plagiarism& 

 

ks¾udKlrejl=f.a woyia" rpkd fyda fjk;a ks¾udKhla 
msgm;a lr .ksñka Tyqf.a wjirhlska f;dr j th 
;udf.a ks¾udKhla f,i bÈßm;a lsÍu ,sÅ; oE fidrlu 
fyj;a rpkd fidrlu kï fõ' 

 

fN!;sl .eg¨ iy ;d¾lsl .eg¨ 

fN!;sl wdrlaIdj (Physical Security) 

 

wkjr; n, iemhqu ^Uninterrupted Power Supply - 

UPS& 

úÿ,s úikaê ùul § mß.Kl moaO;shg isÿ jk ydksh 
j<lajd .ekSu i|yd wkjr; n, iemhqula yryd 
mß.Klhg úÿ,sh ,nd §u fhda.H fõ' 

 

• oDV .sksmjqre ^Hardware firewalls&  

• ixjD; mßm: rEmjdyskS ^CCTV& 

• i¾ck wdrlaIl ^Surge protector& 
 



 

mß.Kl úoHd.drhl we;s mß.Kl we;=¿ wfkl=;a 
úÿ,s Wmdx. i|yd iemfhk úÿ,s n,fhys fjda,aàh;dj 
md,kh lsÍu i|yd fhdod .kq ,nhs' 

 

mdßißl idol j,ska wdrlaId lr .ekSu' 

 

;d¾lsl wdrlaIdj (Logical Security) 

• uqrmo (Passwords) fh§u' 

• uDÿ .sksmjqre (Software firewalls) Ndú;h 

• wkqmsgm;a (Backups) ;nd .ekSu' 

 

  



 

ydkslr uDÿldx. 

ydkslr uDÿldx. úiska mß.Klj,g iy mß.Kl 
cd,j,g lrkq ,nk ydks 

 

• mß.Klfha ld¾hlaIu;dj wvq lsÍu' 

• mß.Kl uDÿldx. úkdY lsÍu iy wl¾uKH lsÍu' 

• fjk;a uDÿldx. ia:dmkhg fkdyels ùu' 

• mß.Kl oDVdx. wvmK lsÍu' 

• mß.Kl cd, lvdlmam,a lsÍu' 

• o;a; fidrlï lsÍu iy úkdY lsÍu' 

• wkjYH f,aLk iy f.dkq tl;= lsÍu ksid oDV 
;eáfhys Odß;dj wvq ùu' 

 

ydkslr uDÿldx. j¾. 

mß.Kl ffjri (Computer virus) 

mß.Kl jevigykla yd iïnkaO fjñka ;udf.a msgm;a 
mß.Klh ;=< m;=rejhs. 

 

  



 

mß.Kl j¾ïia (Computer worms) 

ffjri yd iudk f,iska l%shdlrhs' kuq;a j¾ïiaj,g ;ks 
j u l%shd;aul ùfï iy me;sÍfï yelshdjla we;. 

 

T;a;=lrejka (Spyware) 

wjHdc njla fmkakqï lrk kuq;a ydkslr uDÿldx.hla 
jk fuh mßYS,lhd fkdoekqj;a j u moaO;shg iïnkaO 
fjhs' 

 

wkjYH oekaùï ^Adware& 

wkjYH oekaùï mß.Kl ;srh u; o¾Ykh lsÍu' 

 

fndÜia (Bots) 

wfkl=;a cd, iu. iïnkaO;d ;nd.kakd iajhxl%Sh j 
l%shd;aul jk ydkslr uDÿldx.hls' 

  



 

fld,a,lrejd (Hijacker/ Browser hijacker) 

mßYS,lhd wka;¾cd,h yd iïnkaO jk wjia:dfõ § Tyq 
fkdu. hjñka fjk;a fjí msgq fj; tu iïnkaO;dj 
fhduq lrkq ,nhs' 

 

*sIska ^Phishing& 

mßYS,lhka rjgd Tjqkaf.a nexl= .sKqï fyda úoHq;a .sKqï 
wdÈfhys f;dr;=re ,nd .ekSu' 

 

wdhdÑ; ;emE, (Spam) 

wkjirfhka ,efnk úoHq;a ;eme,a" wdhdÑ; ;emE, f,i 
ye¢kafõ' 

 

 

 
 

 

 

 



 

ydkslr uDÿldx.hkaf.ka mß.Klhla iy mß.Kl 
cd,hla wdrlaId lr.ekSu 

 

• mß.Klhg ffjria wdrlaIl uDÿldx.hla ia:dmkh 
lr .ekSu' 

 

• iEu úg u kS;Hkql+, jQ uDÿldx. mß.Klhg 
ia:dmkh lr .ekSu' 

 

• uDÿldx. fyda fjk;a nd.; lsÍï i|yd wdrlaIs; 
fjì wvú muKla u f;dard .ekSu' 

 

• ;ukaf.a ryis.; f;dr;=re" wdrlaIdj mÍlaId 
lsÍfuka f;dr j fjí wvú i|yd we;=¿ fkd lsÍu' 

 

• .sks mjqr$iq/l=ï mjqr ^Firewall&" ffjri wdrlaIl 
uDÿldx. ̂ Virus guards&" úoHq;a ;eme,a fmrk ̂ email 

filters& Ndú;h' 

 

 

 

 



 

ffjria wdrlaIl uDÿldx. 

 

Avira Antivirus                                   

Kaspersky Antivirus  

Panda Cloud Antivirus [ B ]                

Microsoft Security Essentials  

Norton Antivirus                                 

BitDefender Antivirus  

McAfee Antivirus                                

Avast Antivirus  

K7 Antivirus                                        

Digital Defender Antivirus  

Norman Antivirus                                

AVG Antivirus 

 

wka;¾cd," f;dr;=re yqjudrej i|yd Y%S ,xldj 
;=< wdrlaIdj imhk wdh;k 

 

• Y%S ,xld yÈis mß.Kl iQodkï ixioh ^Institution 

for Information Security of Sri Lanka& 
 

• ICTA wdh;kh 
 

• Y%S ,xld yÈis mß.Kl iQodkï ixioh (Sri Lanka 

Computer Emergency Readiness Team - CERT) 

 

 
 

 



 

 

 


